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Security Capabilities

Respond To Attacks

Reduce Attack Surface



Gartner Cloud Workload Protection Framework

Operations Hygiene

No arbitrary code
No email, web client

Admin Privilege
Management

Change
Management

Log
Management

Restricted Physical and Logical Perimeter Access

AV

Deception

HIPS with
Vulnerability Shielding
Server Workload EDR
Behavioral Monitoring

IaaS Data at Rest Encryption

Exploit Prevention  / Memory Protection

Application Control / Whitelisting

System Integrity Monitoring / Management

Network Firewalling, Segmentation and Visibility

Hardening, Configuration and Vulnerability Management

Foundational

Less Critical

Additional 
Workload 
Protection 
Strategies

Core 
Workload 
Protection 
Strategies



Cyber Threats
Residual Risk

Cyber Hygiene
Attack SurfaceEncryptionMicro-

Segmentation
PatchingLeast

Privilege
Multi-Factor
Authentication

Apps Data



Security is Fundamentally Broken



Three Factors Inhibit Security Breakthroughs

Bolted-on Siloed Threat-centric

Too many 
products, agents, 

and policies

Siloed and 
misaligned across 
tools and teams

Reactive and too 
focused on 

previous threats



Security Must be Transformed

Built-in Context-centric

Bolted-on Threat-centric

Unified

Siloed



Any Device

Any Application Traditional Cloud Native SaaS

Any Cloud Hybrid Edge Public Telco

The essential, ubiquitous digital foundation
VMware Vision



Intrinsic Security
Leveraging your infrastructure across 

any app, any cloud, and any device to protect 
your apps and data everywhere.



Workload

Endpoint

Network

Identity

Cloud

Analytics

Intrinsic Security Layer

Apps and 
Data

Intrinsic Security
Leveraging your infrastructure to secure your business

Harden workloads based on 
behavior and intent

Harden public cloud 
configuration

Control traffic through segmentation, 
access, and traffic inspection

Secure the endpoint & workload 
with advanced functions

Harden device posture and 
user authentication



INTEGRATED = BOLTED ON

Same firewall…
…repackaged.



Same firewall…
…repackaged.

INTEGRATED = BOLTED ON



FIREWALL

IDS/IPS

Traditional E/W Firewalls Hairpin



VMware NSX Service-Defined Firewall

FIREWALL

IDS/IPS



VMware NSX Service-Defined Firewall

FIREWALL

True stateful,
layer 7 inspection

Deep 
service/application 
context

Inspection at each 
workload removes
blind spots



IDS/IPSIDS/IPS

FIREWALL

Introducing VMware NSX IDS/IPS

Scale out architecture,
massive throughput

Absolute coverage
with no blind-spots

Move inspection to 
each workload



IDS/IPSIDS/IPS

FIREWALL

Introducing VMware NSX IDS/IPS

Scale out architecture,
massive throughput

Absolute coverage
with no blind-spots

Move inspection to 
each workload



IDS/IPS

IDS/IPS

FIREWALL

Introducing VMware NSX IDS/IPS

Distributed analysis 
at every hop

Eliminates “bump 
on the wire” boxes 

Application-specific 
signatures reduce 
false positives



IDS/IPS

IDS/IPS

FIREWALL

ANALYTICS

Distributed Analytics with NSX Intelligence 



= First Class Citizen

VMs and Containers Are Both First Class Citizens
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Service-defined Firewall



VMware NSX 
Service-defined Firewall

Security 
Intelligence

Data
Federation

NSX Intelligence for Firewall

Distributed Firewall Distributed IDS/IPS

Service-defined Firewall

NEW

Block
anomalous traffic

X
Deep packet inspection 

of legitimate traffic

SMB Port!
(wannacry signature)

WebApp App



Web

App

Db

Web

App

Web

App

Db

Web

App

Making server EPP easy and strong
The Power of Micro Segmentation

AGENT AGENT

AGENT

AGENT

AGENT

AGENT AGENT

AGENT

AGENT



Web

App

Db

Web

App

Web

App

Db

Web

App

Port Blocking

XDENIED!



Web

App

Db

Web

App

Web

App

Db

Web

App

Port Blocking to Server to Server Inspection

Analyzing ALL traffic 
looking for anomalies

SMB Port!
(wannacry sig)

NEW
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NSX Intelligence for Firewall
Closing the Insight and Action Gap with Network and Host Informed Analytics

Data Insights Policy Action

The Insight Gap The Action Gap

Data Overload & Alert Storms Limited Context for Action
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NSX Intelligence for Firewall
Closing the Insight and Action Gap with Network and Host Informed Analytics

Data Insights Policy Action

Learning Loop

Speed to 
Action

Speed to 
Insight



HOT OFF THE PRESS!!!
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VMware Carbon Black Cloud Enterprise EDR/NGAV

• Consolidate the endpoint stack across your 
entire organization

• Hunt for threats at enterprise scale

• Access comprehensive endpoint data in a 
central location

• Faster end-to-end response & remediation

• Clearer view of attack trends to help guide 
policy

• Bolster the value of your other security 
operations tools

CB
LIVEOPS

CB
DEFENSE



EDR + NDR = XDR
The Power of Intrinsic

Security
Intelligence

Data
FederationMachine 

Learning

Human 
Expertise

258 queries
Process

[ abc123xyz.exe ]
is anomalous

BLOCK

X

Contextual 
workload data

Contextual 
network data+



Web Application Breaches and Cost

Source: 
Verizon Data Breach Investigations Report (DBIR) 2019

Large corporation had a web application vulnerability, 

resulting in millions of $$$ cost in data breach, damages, 

reputation and customer trust.

Web application attacks have risen to 
#1 in terms of breaches.

WAF is a critical part of security best-
practices to defend against web 
application attacks.



Validated traffic

NSX Application Security Vision

Comprehensive 
Security

Automatic App Learning
App-Specific Policy

OWASP Top 10 Signatures

Rich Visibility / Insights
Real-time attack intel
Accurate modeling 

Analytics/fine-grained logging

Elastic Scale / High  
Performance

Platform scales horizontally
High-performance engines
Optimized security pipeline

Unvalidated traffic

Ease of Use 
App Sec in one-click
Per-app deployment

Consistency across clouds

Automation/Self-service 
ML-based decisions
Single API endpoint

DevOps / CICD ready



Validated traffic

Deliver comprehensive app security and visibility in any data center or cloud 
NSX - Application Security Vision

Unvalidated traffic

Data Center

Public Cloud



NSX: A Complete Solution

NSX Data Center and Cloud Platform

Switching Routing
Service
Mesh

VMware SD-WAN Platform

Cloud
Connectivity Security AccessRouting

Advanced Analytics

ADC/LB/
WAF

Internal 
Firewall
Internal 
Firewall

NSX Distributed 
IDS/IPS



EDGE/IOT

TELCO/NFV

DATA CENTER

BRANCH

BARE METAL

vSphere

BRANCH

DATA CENTER

EDGE IOT

CONTAINERS VIRTUAL MACHINES

DEEP INSIGHT

BROAD VISIBILITY

vRealize Network Insight

NSX 
Intelligence

SD-WAN
Orchestrator

NSX + SD-WAN

DATA CENTER

Virtual Cloud 
Network
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Thank You
https://www.vmware.com/security.html


