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Security Capabilities

Reduce Attack Surface

Respond To Attacks
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Security is Fundamentally Broken

Security Operations & Incident Response
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Three Factors Inhibit Security Breakthroughs

Bolted-on Siloed Threat-centric

Too many Siloed and Reactive and too
products, agents, misaligned across focused on
and policies tools and teams previous threats
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Security Must be Transformed

Built-in Unified Context-centric

Bolted-on Siloed Threat-centric
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VMware Vision
The essential, ubiquitous digital foundation
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Intrinsic Security

Leveraging your infrastructure across

any app, any cloud, and any device to protect
your apps and data everywhere.
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Intrinsic Security
Leveraging your infrastructure to secure your business

/ Harden device posture and \
/ user authentication \

-

Endpoint Identity

Apps and
Data

Secure the endpoint & workload
with advanced functions

Workload Network
Harden workloads based on Control traffic through segmentation,
behavior and intent access, and traffic inspection

Harden public cloud
configuration
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INTEGRATED

BOLTED ON




INTEGRATED = BOLTED ON

Same firewall...
..repackaged.
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Traditional E/W Firewalls Hairpin

IDS/IPS

FIREWALL




VMware NSX Service-Defined Firewall
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VMware NSX Service-Defined Firewall

Inspection at each

® workload removes

blind spots

True stateful,
layer 7 inspection

Deep
service/application
context




Introducing VMware NSX IDS/IPS




Introducing VMware NSX IDS/IPS




Introducing VMware NSX IDS/IPS

Eliminates “bump
on the wire” boxes

Distributed analysis
at every hop

Application-specific
signatures reduce
false positives




Distributed Analytics with NSX Intelligence

ANALYTICS




VMs and Containers Are Both First Class Citizens

= First Class Citizen




Service-defined Firewall




VMware NSX
Service-defined Firewall

Security
Intelligence
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Data
Federation
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Service-defined Firewall N

NSX Intelligence for Firewall

Distributed Firewall Distributed IDS/IPS

SMB Port!
(wannacry signature)
App Web App
?
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Block ~~= &-~ Deep packet inspection
anomalous traffic of legitimate traffic
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The Power of Micro Segmentation
Making server EPP easy and strong
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Port Blocking
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Port Blocking to Server to Server Inspection @

A\

SMB Port!

(wannacry sig)

Analyzing ALL traffic
looking for anomalies
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NSX Intelligence for Firewall
Closing the Insight and Action Gap with Network and Host Informed Analytics

Policy Action

The Insight Gap The Action Gap

Data Overload & Alert Storms Limited Context for Action
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NSX Intelligence for Firewall
Closing the Insight and Action Gap with Network and Host Informed Analytics

Speed to Speed to
Insight Action

P —

Learning Loop

vmware
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HOT OFF THE PRESS!!!
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Lasmne . Network Detection
=+ and Response

By Tom Gillis, SVP and GM, Networking and Security Business Unit, VMware rit Powe red by Al

Today we announced our intent to acquire Lastline, a pioneer in anti-malware research and Al-powered

network detection and response. This is an important step forward for VMware’s vision of Intrinsic Security, 3 e(
as it will allow us to further take advantage of the intrinsic attributes of our virtualization platform to yield ,
innovative security capabilities. Our aim is not to replicate that which exists today, but rather to build
security solutions that we can uniquely deliver, spanning from the heart of the data center to usersin a
branch office and all the way to mobile users at home or on the road.

ibutor ¢

Everywhere your data goes.

[©] see How We Do It

In the security industry, the nature of threats changes so rapidly that security technology is constantly anies, t¢
being re-invented. In this context, it is not the algorithms per se that matter; it is the people that make the
algorithms. Great people build great products, and great products build great companies. And that’s why
we are so excited about the combination of Lastline and VMware. Upon close of the deal, we will bring a
world class team of network-focused anti-malware researchers and developers, and go-to-market securit
experts, into the NSX team. Lastline boasts several of the top 10 most published security threat researchers
globally, and the Lastline team has been credited with bringing structure and rigor to the world of malware P
research. This is reflected in the fact that the Lastline team has 15 PhDs and academics on staff. At VMware, ® \ l t

we will amplify the academic focus of the Lastline team, and by joining forces with the Carbon Black Threat ) mwa re ’\ a S n e
Analysis Unit (TAU), continue to foster their deep understanding not just of the threat, but of the motivation q

and tactics behind the threat. . LASTLINE TO BE ACQUIRED BY VMWARE.
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VMware Carbon Black Cloud Enterprise EDR/NGAV

Next Gen
Anti-Virus

Managed
Detection

Audit and
Remediation

@Q@

vmware
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Confidential | ©2019 VMware, Inc.

Carbon Black Cloud ™

Consolidate the endpoint stack across your
entire organization

Hunt for threats at enterprise scale

Access comprehensive endpoint data in a
central location

Faster end-to-end response & remediation

Clearer view of attack trends to help guide
policy

Bolster the value of your other security
operations tools
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The Power of Intrinsic
EDR + NDR = XDR
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Web Application Breaches and Cost

IWeb Applications I

Miscellaneous Errors

Privilege Misuse
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yber-Espionage

Everything Else

Crimeware

Lost and Stolen Assets

Point of Sale

Payment Card Skimmers

s

Denial of Service

!

0% 20% 40% 60% 80% 100%
Breaches
Figure 36. Breaches per pattern (n=2,013)

Source:
Verizon Data Breach Investigations Report (DBIR) 2019
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Web application attacks have risen to

#1in terms of breaches.

WAF is a critical part of security best-
practices to defend against web

application attacks.




NSX Application Security Vision

Unvalidated traffic Validated traffic

APP

©

Elastic Scale / High

Comprehensive Ease of Use Automation/Self-service Rich Visibility / Insights
Security App Sec in one-click ML-based decisions Real-time attack intel Performance
Automatic App Learning Per-app deployment Single API endpoint Accurate modeling Platform scales horizontally
App-Specific Policy Consistency across clouds DevOps / CICD ready Analytics/fine-grained logging High-performance engines
OWASP Top 10 Signatures Optimized security pipeline
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NSX - Application Security Vision

Deliver comprehensive app security and visibility in any data center or cloud

Web Application Firewall

Visibility
and

Security

L7 Firewall / DDoS Protection Insights

Application Rate Limiting

User Authentication / Authorization Security score
Attack insights

SSL/ TLS Auth / Encryption AF el et

L3 / 4 Firewall / DDoS Protection

——
Public Cloud
Unvalidated traffic Validated traffic A P P
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Data Center

vmware




NSX: A Complete Solution

Advanced Analytics

NSX Distributed

IDS/IPS
L . Internali ADC/LB/ Service Cloud . .
Switching Routing Firewalli WAF Mesh Connectivity Routing Security Access
—
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NSX Data Center and Cloud Platform VMware SD-WAN Platform
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Virtual Cloud

VRealize Network Insight

Network

BROAD VISIBILITY
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1BM Cloud

for VMware
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Thank You

https://www.vmware.com/security.html




