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General Endpoint

vShield Host Preparation Status for 10.3.253.91

Last updated

Service Installed Available

vShield App Mot installed 5.5.0-1447281 Mot licensed
vShield Endpoint 5.1.0-01255202 - Uninstall I
vShield Data Security Mot installed 5.1.0.0-833296 Mot licensed
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&% Doc_test
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‘ﬁ ESX Version: 5.4.0
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Filter Driver Version: RN
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PortGroup Z{/ER% 9 3.
R—NIV—T4% : Tvmservice-trend-pg 1% /ERk

Standard Switch; wSwitchd Remove... Properties..
Virtual Machine Port Group e —Phiysical &dapters
G 4M Network @ & 6—aEP vmnicO 1000 Full  §J
Uhlkemel Port
1 Management MNetwork, @ 5

wikO @ 10.3,253.223
fedl:: 250:56FF :febl: 7720

Standard Switch: vmservice-vswitch Remove... Properties..,
Wirtual Machine Part Sroup o ~Phyysical Adapters
L3 wmservice-trend-po +_ Mo adapters

Wirtual Machine Port Group

L3 wmservice-vshield-pg g
Uhlkamel Port
L3 vmservice-vmknic-pg @

wrnkl @ 169,254,1.1

Standard Switch: wSwitchil Remove... Properties..
Whkemel Port Phyysical &dapters
61 wMation @ o B wmnicl 1000 Full 63
wmkZ 1 172,31,4.35
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RANDEEMELTE(CT DVFilter (C Bind 2% IP Address #:%E 3 %o
Net.DVFilterBindIpAddress = 169.254.1.1

|J-_T,J Advanced Settings

. Annotations A T e d
- BufferCache ]
. CERC Mek, CoalesceTxTimeouk 4000

[l Canfig Set the coalesce Hime-out in microseconds

[ ¥px
e CON Min: 1 Max: 4294967295 J
. Cpu
- Datallaver Met, Coalescev'ersion 2
- DiCUI
.. Digest Set the coalesce wersion.
D!rentryCache g 6 T
- Disk.
. F55
e Met, DCBEnable 1
- HER Enable DCE for FCoE
1
- LPage Min: 0O Max: 1
- Mem
- Migrate ek, DVFilkerBindIpaddress 169.254.1.1
e Misc
DWFilker internal communication endpoint
- MFS
- Mrp
- Muma ’ L
. PageRetie Met, DYFilkerPriorityRdLockEnable 1
- Power Use priority lacking in dvfilker ba read lock portsets
. RdmFilker
- SeratchConfig Min: 0 Masx: 1
- Sisl
- SuUnRPC Met. DVSLargeHeapMansize an
- SvMoation

[ Syslog Max size for the dvsLargeHeap
.. User LI — ﬂ

CIK I Cancel Help |
S
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{# Firewall Properties

Remote Access

By default, remate clients are prevented from accessing services on this host, and local clients are prevented From
accessing services on remote hosts,

Select a check box bo provide access to a service or client, Dasmons will skart automatically when their ports are
opened and stop when all of their ports are closed, or as configured,

=1 B3

-

M -
I;IJ

—Service Properties

| Label | Incoming Ports | (Outgoing Ports | Protocols | Daemon d

D wCenter Update Manager 80,9000-9100 TCP M
D MTP Client: 123 LUDP Stopped
MFC o0z 0z TCP Mia
DHCPwE S46 547 TCP,UDP MiA

W 1 vy Gy e T
DvFilter 2222 TCR M
S & -
HER 31031, 44046 TCP R
rdt 2233 2233 TCP Mia
Fault Tolerance 5100,5200,5300 30,5100,8200,8300  TCP,LDP

General

Service:

Package Infarmation:
Firewall Settings

Allowed IP Addresses:

DvFilker

&l

Firewall,.. I optians., . I

o]

Cancel |

Help

1-3  Master £12% Host Profile Z{Ep 3 2.
Master Y —/\® Host Profile Z{ER%L. Host Profile &%
[autoDep01 std ep fdl&BRZULTHL,
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pgl—=Ivmknic ® MAC 7RLRZRTET B 5E]

"FIA I MFBAARBI DB A}, 1-H—(C MAC PRLAZANDTZ IOV T NeRR"
) - o o - RS
="1=Y—=(CLDRUS—AT >3V ZRIRIGEIRT LN E"
B @ test - L_l - N - -
® B AbL-UHS EOEINC wmknic O MAC T ELA THERENDOM
B B AvbI-DiEk = “zE B (- ra- TE < —
® [ vSwikch P P E I PR PTG i 1 Sk R A ]
® () REIVY -k SN i 5 S TX
W dAb T Sied D27 L PXE SERNEIVEL £0) MAC PRV ARIZR
# [J Management Network
# [ Storage
= [ vmservice-vmknic-pg
[ EOLIBETHR-F S -TEERT .
[ R38N BROY-ER
&7 | vmknic M MAC PEL2EDRTELRRE.

(2 mEB]
"T IR MFIRAAREIOBE . I-Y—(C IPv4 PRLAZ AN IZTO0 T b eRoR”
="{87%E IPv4 B ER" TUTO/NIA-5%2AN

fEHENS IPv4 7RLUR 1 169.254.1.1

IPv4 7RLZLERENSY Iy bR + 255.255.255.0

[F test — —
[ ARL-Ui#ss EMEIT Pwd T RLAREENDOM ?
S [y Aok-DHEER [1e% 1pva S EIER
[ wawitch
[ - e e MEREND IPvd PELA W
SR P i )
[Fr Management Metwark Pt PELACERENS Y ok 348 755,255, 255.0
I.Tﬂ Storage
= I:I"J‘ vvvvvvvvv ~ymknic-pg

[F ELSnigsot-b KL -7 ..
[ {738 NIC FAOH —EA
[F wmknic @ MAC P ELABRETDHE..
[T wmknic ity —
[F MU -
[ TP AARA R -
B [F P PELAERE
[ [1Pva PELA
BT R B YRR owe T =
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1-3.3

LE9,

Host Profile DiRE®@ - /\SX-ADERNL
ESXi RAMBIC—BOEZIFD/I\SA-INFIEITBDT. Host Profile OEFH I RNSERIT

[UserVars.VshieldVsmConnectionInfolDF1v/%49+ L. OK Z# T,
CNTINTGA—FHERNIEN., Host Profile BIGDXTRINRDFE T,

[F [test
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l — 5 20271 nikioaihit ik x|
5 0774 )LDIEE (E).
r 07w JAERRDE I LR R (L. FEEQRA R 20074 LR E R IR E B, SEIREE(LER
AEPRLES. %ﬁb[iEn?'cﬁEE[i\ﬁ;{_l“ Z?IEI??:fJL(JJJEFﬁﬂf}}j[C[IJEFﬁgni
? 0774 B0 = ERS (0 B F. R MITDABRREDT TS5 T AT TIFREERENFE A
#2071 JWOEIRR (D). ST o
B Fo2r T G [ Svyslog.loggers.vprobe rokae
2 = o Fb Syslog.loggers.vprobe  size
BE AR DSARIET (A). [ Svsiog.loggers.vprobed.rotae
B S8EFRAMIEE (R [y Svslogloggers.vprobed. size
SIS 077 VTR (L) B Srsooeogers.vparotas
[ svslog.loggers.vpxa.ses
[ Svslog.oggers.vsanSoapServer rokats
Fb Syslog.longers.vsanSoapserver, sie
[k Useryars, SuppressShelWarning
Uservars YshigldVsmConnectionInfo I J
B I-UrHEETL e
5 H—HL EF1- L4860 hd|
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2. Auto Deploy TIERT 31> AM=ILA A= DVER
X EEPHRANZE B ISR

Auto Deploy THERIT 31 > k=LA A—S D ]

%

Auto Deploy Server

“Waiter”

Management Infrastructure

Host
Profile

\
| ! Auto Deploy ——
=
VA vSE

ZZT(E PowerCLI ZFHWT, 56 2 ET#BUIL T EC Zip J71)lZ[ ESXSoftwareDepo
(CEFRERLEFT,

® VMware vSphere Hypervisor

® VMware vShield Endpoint

® Trend Micro Filter Driver

Zn#. [Tmage Profile > DeployRule &L ofz)L—)LZ24ER L. Auto Deploy O#Efw%
5T reeFd,

2-1  DSM (A2 AR=)LUTZ PowerCLI ([CTA YA b=)LA X =)L — LOAERZIT D
X568 2 BTERIAVE Zip J71)V% DSM DEET (LI MNICEEEL THEE T,

2-1.1  VSE ([E'FEE&D Download LT &L,
https://vSM IP Address/bin/offline-bundles/vShield-Endpointp-

Mux.zip

A2 00— RUREI7A )\ =fRER S 3L esx55 [EWSTAIAINHZDT. ZOH(CHD
[vShield-Endpoint-Mux.zip 1ZfERAULET . CCTED DT VERICT 7L
2ETRICEELTHENFET,
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® vShield-Endpoint-Mux.esx55.zip

2-1.2  ESXi® VIB J7( IV AU F.D OI71 )\ 2 ZtDR—Th5 Download LTHK,
® update-from-esxi5.5-5.5_update01.zip
® FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip

2-1.3  PowerCLI ZfEFHU T AV AM=)VRAX=Z0IL— )V OVEREITD.

[EsxSoftwareDepot A1 A—T%IENNT 3]
B AN ITAHEESNTVWRIANACTTF IV REERTIS

PowerCLI C:¥ Upgrade_vib> dir

-a--- 2014/06/24 5:22 227804 FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip
-a--- 2014/03/20 11:12 654389915 update-from-esxi5.5-5.5_update01.zip
-a--- 2013/08/01 14:59 125863 vShield-Endpoint-Mux.esx55.zip

m EsxSoftwareDepot (C1 A R—=ILAT7A IV ZENULTLK

PowerCLI C:¥ Upgrade_vib> Add-EsxSoftwareDepot .¥vShield-Endpoint-Mux.esx55.zip

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml

PowerCLI C:¥Upgrade_vib> Add-EsxSoftwareDepot FilterDriver-ESX_5.0-9.0.0-3500.x86_64.

zip:C:¥Upgrade_vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml

m ERCT7MIIVhEMNEN e ziEER IS

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwareDepot

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml
zip:C:¥Upgrade_ vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml
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m Trend Micro XU VMware #0 VIB J7A/)VMENESN e 2iER IS
-Trend Micro : dvfilter-dsa
‘VMware : epsec-mux

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwarePackage
Name Version Vendor Creation Date

dvfilter-dsa 9.0.0-3500 Trend 2014/05/12 15...
epsec-mux 5.1.0-01255202 VMware 2013/08/01 21...

B 51&(C ESXi @ Updatel J7(IL&ENNTS

PowerCLI C:¥ Upgrade_vib> Add-EsxSoftwareDepot update-from-esxi5.5-5.5_update01.zip

zip:C:¥ Upgrade_vib¥update-from-esxi5.5-5.5_update01.zip?index.xml

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwareDepot

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml

zip:C:¥Upgrade_ vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml
zip:C:¥Upgrade_vib¥update-from-esxi5.5-5.5_update01.zip?index.xml

(A A=2TOTPAINOVERRELTO]
PowerCLI C:¥Upgrade_vib> $ip=Get-EsxImageProfile

PowerCLI C:¥Upgrade_vib> $ip | select Name

Name
ESXi-5.5.0-20140302001-no-tools
ESXi-5.5.0-20140301001s-no-tools
ESXi-5.5.0-20140301001s-standard
ESXi-5.5.0-20140302001-standard
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m EEFOAX—STOI7 2B R, SEMERT A X-ST0I71IV2E% T3

PowerCLI C:¥ Upgrade_vib> New-EsxImageProfile -CloneProfile $ip[3] -name ESXi5.5.0ul_v
SE_FD -vendor VMware

Name Vendor Last Modified Acceptance Level

ESXi5.5.0ul_vSE_FD VMware 2014/02/22 2... PartnerSupported

mERUIAA—>TOI7(IIC VMware @ VvSE ¢ Trend Micro @ DriverVIB (Filter Driver) #iBI093

PowerCLI C:¥Upgrade_vib> Add-EsxSoftwarePackage -ImageProfile ESXi5.5.0ul_vSE_FD -So
ftwarePackage epsec-mux, dvfilter-dsa

Name Vendor Last Modified Acceptance Level

ESXi5.5.0ul_vSE_FD VMware 2014/06/24 1... PartnerSupported

(A X—2T0I740DOIIAMR— NefT3)
B ERRUTEA X—>T 0774 )% Depot J74ILELTIVAR— ML THL

SETOVEEIL PowerCLI (ARFSNTULWBDIITI>RVLD T, IVZR— M PowerCLI 238 T UIRIB A
BEREEEEMIDNENGHDILD)

PowerCLI C:¥Upgrade_vib> Export-EsxImageProfile -ImageProfile ESXi5.5.0ul_vSE_FD -Exp
ortToBundle -FilePath C:¥Upgrade_vib¥My-ESXi5.5.0ul_vSE_FD.zip

PowerCLI C:¥Upgrade_vib> dir
T4 N): C:¥Upgrade_vib
Mode LastWriteTime Length Name
2014/06/24 14:33 original

2014/06/24 5:22 227804  FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip
2014/06/24  15:34 333776738 My-ESXi5.5.0ul_vSE_FD.zip
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2014/03/20 11:12 654389915 update-from-esxi5.5-5.5_update01.zip
2013/08/01 14:59 125863 vShield-Endpoint-Mux.esx55.zip

OV—ILOtERZ1T3]

mvCenter N{E#t9 2
PowerCLI C:¥ Upgrade_vib> Connect-VIServer “vCenter IP Address”

Name Port User

IP Address 443 root

PowerCLI C:¥Upgrade_vib> $ip=Get-EsxImageProfile
PowerCLI C:¥Upgrade_vib> $ip | select name

Name
ESXi-5.5.0-20140302001-no-tools
ESXi5.5.0ul_vSE_FD
ESXi-5.5.0-20140301001s-no-tools
ESXi-5.5.0-20140301001s-standard
ESXi-5.5.0-20140302001-standard

m)l—)l : My-ESXi5.5.0ul_vSE_FD_rule Z{/Ep 93

fHE : CITIE ESXi BhEMENZ1 >N NZEISAFEL T Tld<, Datacenter BE T (cLTHNFET . DSVA DE)
VEREERIF(C. DRS ([CEDEZEXIZRD ESXi MRABYS 2 H vMotion 2N20Z[H<RERDET,

e, AT2av(Cl-allhosts | &238TELTHNFI M, [-Pattern /(T MAC 7RLAIETEICEE I 2FEETHETI.
IB5(CAAL TR ERB(CHN IR EZBFAVEILET .

PowerCLI C:¥Upgrade_vib> New-DeployRule -name My-ESXi5.5.0ul_vSE_FD_rule -Item $ip
[1], (Get-VMHostProfile autoDep01_std_ep_fd), (Get-Datacenter AutoDep) -allhosts

Downloading dvfilter-dsa 9.0.0-3500

Download finished, uploading to AutoDeploy...

Upload finished.

Warning: Image Profile ESXi5.5.0ul_vSE_FD contains one or more software packages that are not state
less-ready. You may experience problems when using this profile with Auto Deploy

B

= IERRBF(IC_EEED LS Warning i HENE T,

Auto Deploy BRIZETRA M BIREIUIZE D/ IA-IDBIIRNERBZVEI N DS ZRIMTIN, S
(& Host Profile TR ZEBIRL THNEI DT LEE Warning (FERLU TTEVTEBLER A,
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Name : My-ESXi5.5.0ul_vSE_FD_rule
PatternList :
ItemList : {ESXi5.5.0ul_vSE_FD, AutoDep, autoDep01_std_ep_fd}

L)Ly NMIL-IVRENTS (FERRULIIL—ILY 1 & EICEREN2F 2RI D)

PowerCLI C:¥Upgrade_vib> Add-DeployRule -DeployRule My-ESXi5.5.0ul_vSE_FD_rule -at
0

Name : My-ESXi5.5.0ul_vSE_FD_rule

PatternList :

ItemList : {ESXi5.5.0ul_vSE_FD, AutoDep, autoDep01_std_ep_fd}

B TS T AERNENZHERT D

PowerCLI C:¥Upgrade_vib> $tr=Test-DeployRuleSetCompliance 10.3.253.91
PowerCLI C:¥Upgrade_vib> $tr.ItemList

Currentltem Expectedltem

ESXi5.5.0ul_vSE_FD

mAuto Deploy B—/\_EDIL—ILEPIL-IL Y OEFHZITD

PowerCLI C:¥Upgrade_vib> Repair-DeployRuleSetCompliance $tr

Warning: Image Profile esxi5.5.0_endpoint_filterdriver contains one or more software packages that are
not stateless-ready. You may experience problems when using this profile with Auto Deploy.

Warning: Image Profile ESXi5.5.0ul_vSE_FD contains one or more software packages that are not state
less-ready. You may experience problems when using this profile with Auto Deploy

B2

W—IWERREFIC_EEEDLSR Warning i HENEd,

Auto Deploy IRIBET/RA M BEUIBED/TXA-IDBIRNMHRRVEIGEENDDEEZRIEDOTIN, S
[@](& Host Profile TH#&RkZBIRL THNEFI DT LA Warning (FHERLU TTEVTIEBLE B A

m ) - ey e EFRULE T TV B R MEHEN LB % #5293

PowerCLI C:¥Upgrade_vib> $tr=Test-DeployRuleSetCompliance 10.3.253.91
PowerCLI C:¥Upgrade_vib> $tr.ItemList
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3. Master Y—/\Otyh7vT2 (DSVA BZMELICLDINSA—HZTE)
X EBPHERNZEE ISR

[ Mastert—)\Otzy 7YV 7@ ]

Auto Deploy Infrastructure | Management Infrastructure

o= -_
a
e

| ESXi-2 ESXi-1

CCT(E F.D D1 AR=)L U DSVA BEICEBINGA-AEEZITVET, e, BE
SNIZINoX—%% Master H—){0D Host Profile [C/BREEFET .

3-1 Master U—/\ZzEiEEIcE. RAMOD F.D O&EIHZIT.
DSM EIREE &0, F.D 1 vSE HMEREICER#EN TL\2E 2RI 2.
TERDIIICERRENZRVZE(E. DSM OEIREHELD. vCenter tDOREAISICEIHE]
ZFEITU. AT —FRZBEMRZEUTIEL,

Eﬁ’ ESX Guests:;
Status:  Prepared
ES¥ Version: 840

Filter Drriver Versian 9.0.0.3500

wShield Endpaint: Installed

Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.
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3-2

DSVA OEERUVBIEZITV. NIX-FDZEEZITI,
%DSVA QOEERUVEMCFIRICEAULTIEN1-7.FEER IDIES%E : Deep
Security Virtual Appliance 41> ZAR=JLFIE 2SI T a0\,

DSVA BB EENzE(C LD ESXi (U TTFENIXA-INMMTS5EN2DT.
Master ¥ —/\® Host Profile ® Update %1715,
® UserVars.VshieldEndpointSolutionsConfiguration

CSEET))

Uservars., ¥shieldEndpointSolutionsConfiguration Lnset

Configuration string for the wShield Endpoint Multiplexer

Usetyars, YshieldwsmiZonnectionInfo address:https://10,3,253.¢

Connection info For the vShield Manager

(s EE]

Useriars. WshieldEndpoint SolutionsConfiguration <id: 749835264 208352051

Qo8 = o e g1l = = g ] 0 i

Usertars,YshigldysmConnectionInfo address:https:/f10.3.253.¢

Connection info For the vwShield Manager

%O Host Profile (CTFER2EITI .

= 7 Host Profiles

7 | autoDepol_std_ep fd ' '
Dj' Iz Edit Profile.. d

Enable/Disable Profile Configuration... H

'Efl‘ Clone Profile
Ff Delste Profile..
kl Export Profile..

BF Attach Host/Cluster..
E Change Feference Host..

| Ilpdate Profile From Reference Host

Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.
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W[ I2IINATIAY INRETIHE

) kang_testdl-00 Tl Microsoft Windows T (32 bify Windows T D
[=] Appliance
ATF=83 o NEDIs—- E&x ﬁ 10335291
TEIDFSLHE (g UTILS L Appliance: (&g 103 252101 (aunoDEvanT )

Wbl 7 —iatr =g Ao

IPATIR= (g IR TR =l AT 25
AR  BAESL— LA DS
2 W e e

trdea L F4OAFSN IRHTRERA

DSVA ZENMEUTZBRICEREEXT SR VM 1 DSVA O Firewallt IDS/IPSICT
[I2SINATIA Y IERRENBIZENHDFT . TOHEREE 4 T Tips E£1(CHD
T ECHLEZ ML TTEE N,

(4-3. [I>ZINATIAY INFEETHIHE]
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3-3 Host Profile DfREIEEZBEIT.
[1-2.2], [1-2.31TITolc T e EVEEZBE XM 2.,
® [1-2.2 Host Profile DfR&ED - Host Profile DB ENEDIZ8D ]
o test — —
& % Ak L= EDEN vmknic O MaC 7 ELA NEIRENDON
B B AvhI-beEek k7148 2
o ﬂ;::ch b B —ﬂ—[“mfu,« #?Jaxﬁﬂﬁﬁtgﬁv'\‘?éptﬁwﬁ
73 = F; = . AL 74
a g HAk -;:JF == "ﬁllﬂ?'lfﬁ SEEOIB ST, "P*fr cMAC PELAEANZZI0 I MERT
o i:b Management Network Jl:rb]']“ “E u’f_ﬁ]?ﬂﬁ_tﬁ’m thot }\ ljx:&{iﬁﬁ
& [ Storage
B [ vmservice-vmknic-pg
] EOLRBEA-F S -TEERT ..
{RI8 NIC FRODH-ER
57 | vmknic M MAC PRL2ERTEIARE
[5 test

=

B AbL-TER
2B ehO-bHs

@ wSwitch

E:I REETL L =k =3

@ AL Ak =3

[ Management Metwork

[ ctorage

= E'D. wmservice-vmknic-pg

EOEILBEIA—F HIL—TRIERmT ..
8 WIC B —E R

wmknic 0 MAC PRLAERETDHE.
wmknic AT —

MTU A -

TCPIP A Lo A2 Al —

P PELASKE

[1Pv4 FELZ

T =AM R AL FEERElE Des T

=]

FEEEEEE

EMEIE IPvd T E LA AERE ENEOH 7

[465E 1Pve RERETERD
HMEREND Pvd TELA
*Pvd T ELACTEREN S Tk S A

|169.254.1.1
|255.255.255.D

[1-2.3 Host Profile D#REQ - I\SA-IDEZNL |

[E [test |

0771 LDIEE (E)..

077 LSRR DEN L ERE (L)

ZO77A 0RO AR (C)
F0774 JLDHIER (D).
0P ILDI A= ().

A BOSARCET (A).
A NDERE (R).
HHER MMM 07 WD ERR (L

T oM

BFERLE T BRHCENEMERRE, AAF 202

e Fh. AR M EOWRRCOIL T3 PLALDOTERETEN S Ao

v LB (B S

ELEETE 3
Swslog.loggers, vprobed.
Syslog.loggers. vprabed.

Swslog.loggers. vpxa.see

Syslog.loggers. wpxa. ratae

Syslog.loggers. vsanSoapServer.rokae

Al
ratate
size

Usertars, vshiel
SPELERS
% I-9rvHRET AR
) JAT = B Pam AR
L =3 BT

P’s

Userars,VshieldysmConnectionInfo
dEndpaint3olutionsConfiguration

DAT L A AT eyl 1HERR

-]

evtl |

%) F0771 ARROAHIE/ (L =

FEOFA S F0TrA IR E SIS, EREEER
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m DSVA OENEIESR
CCCOFMEMESRIIBTIIRVWTIN, Auto Deploy ZORIREFE LTINS
(FOBICEERMI 2B Z2HEIDVELET,

3-4  Victim OWEE%ZITI,
Victim OE(CEAL TSR R BEAEHDFEADT, BEEDD OS ty b7y I H3E
KL TLIEE W,

3-5 DSVA O#NMEMEERZIT O,

® A.VHIESBCHEELTLSH
B ANAT7A)L EICAR Z{EFHT%
http://downloadcenter.trendmicro.com/index.php?regs=jp&prodid=1424

® Firewall NEREICHEEELTLSH

® [DS/IPS NIEE(H#EEELTLEN
m =R ABGHIOEEMERS T A
http://esupport.trendmicro.com/solution/ja-JP/1097204.aspx

Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.
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4. Auto Deploy [C&B ESXi dF JO1 X b

X EEPHRANZE B ISR
[ Auto DeploylCc &BESXiDFT IO A b ]
Auto Deploy Server
“Waiter”
o | Profil

Auto Deploy Infrastructure

AutoDep " | ' ' AutoDep
ESXi-001 ESXi-XXX

1 ~ 3 (CT Auto Deploy 23179 3128 Host Profile XU A—ST71/IILOEfRHTT T
BUFEU,

CIh5IE Auto Deploy ZEREULT ESXi 07 JO1%Z{7oTVEET,

BT OFNETEMEREIEZ L EH I TOREVWTEIN EARMIC(E. Auto Deploy [CTRA
NeiCEUI=#&(C. DSVA ZEHES I3 IE THARA MY NPy T T T,
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4-1 ESXi% PowerON U. ESXi O 701 %8I 3.

4-2  ESXi O TEMEREITI.
HEU ESXi AT F U AE—RTHREENIL TL\BI5E(E. Host Profile DiEA%ZFENTE

KU A>T F O RE— RefElRzd 3.
XATFTIAE—RZEEBRULRVE, VSM & ESXi B TEENHRT . VSE DIRREN
FESD RIS,

B 10.3.253.95 (mainkenance mode)
= i StdDep
= [F 10.3.253.192

I3 kkang_test132-01
s stdDSval9z

= [ 10.3.253.201
I3 kkang_testz01
I stdDSvaol

Recent Tasks

MName | Targek | Skatus
@ Attach host profile B 10352555 @ Completed
@ Add standalone host @l AutoDep @ Completed

4-3 DSM OEEEEMS F.D 2 VSE NEEICA VAR =ILEN TV EHESS
2 : DSM nEIEEmZR 3. F.D (EER#INTULSH. vSE H* DSM 15
IEB(CEREN TLVRL(Not Installed).
ZN(d Auto Deploy Uiz VSE Y vVSM (CEERENZE TICZ LV OIFE%Z

—_—— -

FELTVSN. FelF vSE OFFFEN vSM (LU TIERATATORWVBIEEEN

HhEI,
Whilware ESXi 5.5.0 build-162 . Prepared
¥ ESX Guests:
Status: @ Prepared
ES¥ Version: 5450

Filter Driver Wersion: 9.0.0.3500

wShield Endpoint: Mot Installed
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vSM EIEEmE O Summary |97% R3¢ R E(F vSE NERICEREN
TLWALIICR XD,

10.3.253.95

Summary  Endpoint

vShield Host Preparation Status for 10.3.253.95

Service Installed Available

vShield App Mot installed 5.5.0-1620248 Mot licensed (@)
vShield Endpoint 5.1.0-01255202 . Uninstall | @
vShield Data Security Mot installed 5.1.0.0-833296 Mot licensed (@)

UHU. TEndpoint]#7% B3¢ vSM H5 ESXi M IEEICERESN TLRL,
Host Events ' [ 0 JOFF,

10.3.253.95

Summary Endpoint

Endpoint Status

Host Events: 0 Host Events: 1]
0 Secured WM Events: 0 @ Secured VM Events: 0
Critical{0} wShield WM Events: i} Mormal{0) wShield WM Events: ]

[E37 | ZAIENEITE. vSM OEIRBEEZHRI 5L, ESXi NERI(CERH
N3G EHH3. (Host Events HT11ERD, TEE Events Log (CTESX
module enabled DA MY DENTLD)

10.3.253.95

Surnrmary Endpoint
Endpoint Status
Host Events: o Host Events: 1
o Secured WM Events: 0 Q Secured WM Events: 0
Critical(0) wZhield WM Events: 0 Normal(1) wShield WM Events: i]
Events Log
| All Errors |
T - [
host 10.3.253.95 ES¥ module enabled. Supporting wersions 1.4.2 of the ES¥ module protocol and 1.5.3 of the YFile protocol.
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ESXi Oz¥#z%EMES Host Profile DETIEAL. RANEBDE

HERESNTLS.

Iseriars, YshieldEndpaintSolutionsConfigur ation

Zonfiguration string For the wShield Endpoint Multiplexer

I{id:?498352542083520512

servars, YshieldYsmConnectionInfo

Connection info for the wshield Manager

drodedd; clientid:

ZND%. DSM OEEBEN S SICHE 1Z25R1T9 5L DSM h'5 vSE HiE
BRSNS,

vCenter - 10.3.253.175  with sub-Groups v | | BYESX v |

Details...

ion Complete
ey Delete... Actiong - Events -

[5] Export +

LJ Computers

i| vCenter- 10.3

El L2 Hosts and Clusters

Name + Platfform

B 10.3.253.94 (2]

‘3 kkang_test02-PC {kkang_testd4) Microsoft'Windows 7 (32 bif)

Hig Columns...

Status

@ Managed (O

@ Managed (O

ﬁ AutoDep

(o) 10.3.253.103 (autoDSVAZ04) Deep Security Vitual Appliance

g StdDep
) B
El L0 virtual Machines MIA (7T)
=] ﬁAutoDep m %+ Prepared
Q Discovered virual machine
ml Guests:
E §F StdDep By ESX
Q Discovered virual machine Slalus. © Frepared
ESx Version: .40
Filter Driver Yergion: 9.0.0.3500
I wShield Endpoint: Installed I

m _EEZERL TH VSE NERESNRLE
J:?E’E” 2CHE VSE b\u:u\uﬂ-’énnb\iﬁ’a\(i r
UTLIEE 0,

4 & Tips &£ 1CHD T e UEz=EhE

[4-4. vShield Endpoint NERENRVNHE

36
Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.



Trend Micro Deep Security 9.0™SP1 Development Guide with VMware Auto Deploy Solution

5. DSVA OBE=¢& Victim Oty sy
X EEPUEANE B R

DSVAD&EE & Victimtzy hPv T

AutoDep
ESXi-001

Management Infrastructure

ictim
Auto Deploy i

—

- .Praﬂ.le 3
|
: ‘ Master ESXi

vSE F.D

AutoDep
ESXi-XXX

ZZT(& DSM 158 ESXi (CXLT DSVA OBEERUTY N PYT%IT. FILBMERESRELT
fER9% Victim Oty hPyTEHHE TERMEYS 3.

XDSVA OBLEFIBCEALTEN1-7.B8:8&R /O £% . Deep Security Virtual
Appliance 1> AM=ILFIB1ZSB T &0\,

Victim ORBZE(CRAL TIIHFRIBEMHIHNEFRADT. IBHEBOHO 0S 7y h7yI#E L T

IR N
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Ty NPy S5E T, DSM BIEEE LD, F.D ¥ vSE B EE(CEREN T3 B4R

%o

TEREDIICERRENZRVEE(E. DSM OEREE LD, vCenter EDRIEAI S I<REIEA ]
ZERITU. AT —FRAZBEMRU LA,

Eﬁ’ ESX Guests:
Status: ™ Frepared
ESX Version: 840

Filter Driver Wersian 9.0.0.3500

wShield Endpaint: Installed

B I2IIPATIAY INRETRHE

b Maang_testdi -0 1l Microsoft Windows T (32 b Windows T 0,

(=] Appliance
AT=82 & HEDIS- Eg B 10325201
TEIFLE (g UFILR14 Appliance: (& 103252101 (anoDEvalT)
Wabli s F—ianr =g A
AT =L a AT O = = T AT AR A 5
2.5 BRI — LT AR S

R
s EU w5 | RHTIESA

DSVA Z 3B UTEBTIREST SR VM X2 DSVA O Firewallé IDS/IPSICT
OIISINATIA Y IEFRFENZIHGENHDET,
TDZE(EIEE 4 & Tips E£1(CHD T L ULEZEREL TTZE W,

(4-3. [I2ZOPATIAY INFEETIHE
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6. ENERER

ExASIB AR

Auto Deploy Infrastructure

AutoDep

ESXi-001

g Victi § Victi
wrap=p,

! Victim l DS\I"A

Winl  Wir Win'  Win' Win7

AutoDep
ESXi-XXX

Management Infrastructure

CC T3 Deep Security OENVMEMERZITVET,

6-1

T ECHKRE

http://downloadcenter.trendmicro.com/index.php?regs=jp&prodid=1424

([COVWTOENMEMEERZITD,
® A.VHIERCHEELTWLDN
m 7 ZANETI74)L EICAR Z(EAT3

® Firewall NEFE(CHEEELTLDN
® IDS/IPS NIEE(CH#BELTLBN
m R AGEHIOEMERESS T A
http://esupport.trendmicro.com/solution/ja-JP/1097204.aspx
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F4E Tips &

4-1. SZAFTLT7YvITTL—REED Auto Deploy FIIE

ESXi5.5U1 ZHR— NI B(CHIED. b2 RIA700K I R—%>2 NI DS9.0
SP1 Patch3%iERAI2MNENHDET,

AtH23>TlE, ESXi5.5. DSM9.0SP1Patch2 OEEENS ESXi5.5U1 KU
DSM9.0SP1Patch3AB I R—R> N7y T — RS 2RO FRBIENEEFIEZ ST
FHUTHhET,

ZAR=FZI MO\ =23V ([CRAUTE T RRZSBIZEV, Fo. AT LERKICBILTIE.
55 3 Bl RIEIEB DS OEEEEELTHDET .

X LB DOVEEFIBCRIU TIMNBEBIEOH 2 LH L THNEIDOT, SFMEIRERI-&
BlalESBTa0,

Upgrade
= Product Before After Memo
Order
9.0SP1Patch2 9.0SP1Patch3
1 DSM
(9.0.6019) (9.0.6500)
9.0SP1Patch2 9.0SP1Patch3
2 DSVA
(9.0.0-3044) (9.0.0-3500)
5.5.0a
3 vSM 5.5.2
(1473628)
. 5.5.0 5.5.0U1 _ N .
ESXi Auto Deploy (CT7yTHL—R
(1331820) (1623387)
ZEIRU
5.1.0 (VSM [C&EFNnTWV? N
4 VSE . Auto Deploy (CT7yTHL—R
(01255202) VSE O Version [CZEN ploy
FE2)
9.0SP1Patch2 9.0SP1Patch3 _ . .
F.D Auto Deploy (CT7yTHL—R
(9.0.0-2636) (9.0.0-3500)
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1. DSM O7YTI L —R%4T5
DSM 7y —R&(C, DSM BIREE®D ESXi (CT Upgrade Z#ER 9 28 &ih'ER R
SNFIN ESXi OPYTI L — REICRRITEZEFIT O TIFICEBATEVER A

(7w L —Rai]

Whware ESXi 5.5.0 build-1331820

s EsX Guests:

| Status: % Upgrade Recommended | (g 10.3.253.107
qﬁ kkang_testd1-

EZx Wersion: 58.45.0
Filter Driver Version: 9002636

wShield Endpoint: Installed

(7vTTL—Ri%]

e 10325391 B Whiveare ESXI 5.5.0 build-1623387
i
s ESX Guests:
| status: ® Propared | €& (Kkano_tesion)

(g 10.3.253.101 {autoDEVADT)
ESX Version: 840

Filter Diriver Yersion: 9.0.0.3500

vShield Endpaint: Installed

2. DSVA O7yTIL—R%4T5
XDSVA OBERRENFEERUET.
I. DSVA DS DIRIEN S D2 EZEISRIND ESXi NREEEE D,
DSVA O7yTJ L — RARIMRIEY S UK T 2RENMITEINEBAD T, FEEXTR
ESXi ([C(HRIEY>>H vMotion 2NRVEIICLTTFEL,
II. DSM D57y —RE®D DSVA 4 X—=2%BEEL. DSVA i 7y I L —REn T
BRI Do

3. VSM O7vT T —R%4T5
XVSM OFBEMHNFEEELET,
vShield Manager Z—RH(C{EIETINENDDIHE. HEZEPEML (B
BME). vMotion ETIRIEYS > %MD ESX RANIEEN T 2L LORIRERITH
ROBRFREIR TORMEARETU T,
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m vShield Manager OWE (1S LE/HB4E))(CDWVT
http://esupport.trendmicro.com/solution/ja-JP/1097016.aspx

4. ESXi O7vIIL—R%1T5
% Master FB Host Profile (autoDep01 std ep fd) (dEIIEVEEE CTYERRLIEEDEERAL

EL

[. ESXiZXDTFUAE—RICTD (ATFUAE—RICTBL DSVA (FEEIRIIC
PowerOff 2N%9)
COEF, PowerOff &1fz DSVA HMid ESXi ABEIENRVESIC T B F TRy
Az,
AuTTUA T-FORE SIS 3

Ao il B-BORANTE, (RIES L D ORISR AW, (B AR
i TEEI I TENEE fue AT 02 E-FIERCNE S0, FATORES %L
%ffl Iféi‘lr‘g“éﬂ"\ BllDaR, HEtRa g BB TS, FETOIEENLRCL DS
FEIRENERA MEAL T LA BRI TN
[T RO = 2F A PR IE L A DS A SR EIDAR A, M 38D

R A

II. 7vFIL—REOAYAR=ILA A=A Auto Deploy L—ILOVERZITS
@ VSE ([FTFEELD Download LTH<,
https://vSM IP Address/offline-bundles/vShield-Endpoint-Mux.zip
A9>0-RUI7AIEFRERT BT esx55 | EWSTALINSHZDT. ZOH(CHD
[vShield-Endpoint-Mux.zip 1Z{EH3%. CCTIII7MIV %% FEECEELT
HLFEI,
® vShield-Endpoint-Mux.esx55.zip
@ ESXi M Updatel VIB J7/)L&U F.D ® Upgrade J7( )2 &t DR->
5 Download LT#HK.
1. update-from-esxi5.5-5.5_update01.zip
2. FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip
® PowerCLI ZfERAUT. 1> AM=ILEAX=0I—ILOVERRZITD.

42
Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.


https://vsm/

Trend Micro Deep Security 9.0™SP1 Development Guide with VMware Auto Deploy Solution

[EsxSoftwareDepot A1 A—T%ENNT 3]
B AN EITAIHEBSN TVWRIAIACTF IV REETIS

PowerCLI C:¥ Upgrade_vib> dir

2014/06/24 5:22 227804 FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip
2014/03/20 11:12 654389915 update-from-esxi5.5-5.5_update01.zip
2013/08/01 14:59 125863 vShield-Endpoint-Mux.esx55.zip

m EsxSoftwareDepot (C1 A R—=IVET71/ )L ZENL TLXK

PowerCLI C:¥ Upgrade_vib> Add-EsxSoftwareDepot .¥vShield-Endpoint-Mux.esx55.zip

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml

PowerCLI C:¥Upgrade_vib> Add-EsxSoftwareDepot FilterDriver-ESX_5.0-9.0.0-3500.x86_64.

zip:C:¥Upgrade_ vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml

B EECTrAIDNBIISNC Lz RIS

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwareDepot

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml
zip:C:¥Upgrade_vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwarePackage
Name Version Vendor Creation Date

dvfilter-dsa 9.0.0-3500 Trend 2014/05/12 15...
epsec-mux 5.1.0-01255202 VMware 2013/08/01 21...
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B 51&(C ESXi @ Updatel J7(IL&ENNTS

PowerCLI C:¥ Upgrade_vib> Add-EsxSoftwareDepot update-from-esxi5.5-5.5_update01.zip

zip:C:¥ Upgrade_vib¥update-from-esxi5.5-5.5_update01.zip?index.xml

PowerCLI C:¥Upgrade_vib> Get-EsxSoftwareDepot

zip:C:¥Upgrade_vib¥vShield-Endpoint-Mux.esx55.zip?index.xml
zip:C:¥Upgrade_ vib¥FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip?index.xml
zip:C:¥Upgrade_vib¥update-from-esxi5.5-5.5_update01.zip?index.xml

(A X==TOI71 I OVERZ1TS)

PowerCLI C:¥Upgrade_vib> $ip=Get-EsxImageProfile
PowerCLI C:¥Upgrade_vib> $ip | select Name

Name
ESXi-5.5.0-20140302001-no-tools
ESXi-5.5.0-20140301001s-no-tools
ESXi-5.5.0-20140301001s-standard
ESXi-5.5.0-20140302001-standard

m EIFOA-STOI7 V2 B, SEUERI 3 X—T0I71 IV 2ERKR IS

PowerCLI C:¥ Upgrade_vib> New-EsxImageProfile -CloneProfile $ip[3] -name ESXi5.5.0ul_v
SE_FD

IRUR 4TS5 4IE 1 DI Ry New-EsxImageProfile
IRDI\GA—=H—(HBZIETEL TLZEL:

(NVTEFRRI BT, [1?JEATILTLZEW, )

Vendor: VMware

Name Vendor Last Modified Acceptance Level

ESXi5.5.0ul_vSE_FD VMware 2014/02/22 2... PartnerSupported
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mERUIAA—>TOI7(IIC VMware @ VvSE ¢ Trend Micro @ DriverVIB (Filter Driver) #iBI093

PowerCLI C:¥Upgrade_vib> Add-EsxSoftwarePackage -ImageProfile ESXi5.5.0ul_vSE_FD -So
ftwarePackage epsec-mux, dvfilter-dsa

Name Vendor Last Modified Acceptance Level

ESXi5.5.0ul_vSE_FD VMware 2014/06/24 1... PartnerSupported

(A X—2TOI740DOIIAR— NefT3)
B ERRUTEA X—>T 0774 )% Depot I74ILELTIVAR— ML THL

(SFETOIEZEL PowerCLI [LRFEINTVBDIITIEFRVD T, IVAR— T PowerCLI Z#& T UIIBE(E
BERIEEEEMIDNENGHDLD)

PowerCLI C:¥Upgrade_vib> Export-EsxImageProfile -ImageProfile ESXi5.5.0ul_vSE_FD -Exp
ortToBundle -FilePath C:¥Upgrade_vib¥My-ESXi5.5.0ul_vSE_FD.zip

PowerCLI C:¥Upgrade_vib> dir

T4 MN): C:¥Upgrade_vib

Mode LastWriteTime Length Name

2014/06/24 original

2014/06/24 5:22 227804  FilterDriver-ESX_5.0-9.0.0-3500.x86_64.zip
2014/06/24  15:34 333776738 My-ESXi5.5.0ul_vSE_FD.zip

2014/03/20 11:12 654389915 update-from-esxi5.5-5.5_update01.zip
2013/08/01 14:59 125863 vShield-Endpoint-Mux.esx55.zip

Copyright (c) 2014 Trend Micro Incorporated. All rights reserved.
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OL—ILOVERZ1T3]

mvCenter N#E#t9 2

PowerCLI C:¥ Upgrade_vib> Connect-VIServer “vCenter IP Address”

Name

IP Address 443 root

PowerCLI C:¥Upgrade_vib> $ip=Get-EsxImageProfile
PowerCLI C:¥Upgrade_vib> $ip | select name

Name
ESXi-5.5.0-20140302001-no-tools
ESXi5.5.0ul_vSE_FD
ESXi-5.5.0-20140301001s-no-tools
ESXi-5.5.0-20140301001s-standard
ESXi-5.5.0-20140302001-standard

m)l—Jl : My-ESXi5.5.0ul_vSE_FD_rule Z{/Ep 93

fHE : CITIE ESXi BhEMENZ1 >N NZEISAFEL T TlER<, Datacenter BE T (cLTHNFET . DSVA DE)
VERESRRF(C. DRS (CEDIEZEXIRD ESXi MRIEYS > H vMotion 2N20ZFESBERDET

e, AF2av(Cl-allhosts | &238TELTHNFI M, [-Pattern /(T MAC PRLRIETEICEE I 2FELTHETI.
IES(CRIU T ERRICHND R EZBFEVELET .

PowerCLI C:¥Upgrade_vib> New-DeployRule -name My-ESXi5.5.0ul_vSE_FD_rule -Item $ip
[1], (Get-VMHostProfile autoDep01_std_ep_fd), (Get-Datacenter AutoDep) -allhosts

Downloading dvfilter-dsa 9.0.0-3500

Download finished, uploading to AutoDeploy...

Upload finished.

Warning: Image Profile ESXi5.5.0ul_vSE_FD contains one or more software packages that are not state
less-ready. You may experience problems when using this profile with Auto Deploy

Name : My-ESXi5.5.0ul_vSE_FD_rule
PatternList :
ItemList : {ESXi5.5.0ul_vSE_FD, AutoDep, autoDep01_std_ep_fd}
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L)Ly NMIL-IVREINTS (MERULIDIL—ILY 1 & E(CEFREN 2B ZHEET)

PowerCLI C:¥Upgrade_vib> Add-DeployRule -DeployRule My-ESXi5.5.0ul_vSE_FD_rule -at
0

Name : My-ESXi5.5.0ul_vSE_FD_rule
PatternList :
ItemList : {ESXi5.5.0ul_vSE_FD, AutoDep, autoDep01_std_ep_fd}

Name : 5.5ul_std_ep_fd
PatternList : {mac=00:50:56:b1:2f:7c}
ItemList : {5.5ul_ep_fd, AutoDep, autoDep01_std_ep_fd}

Name : std_ep_fd

PatternList : {mac=00:50:56:b1:2f:6e, mac=00:50:56:b1:2f:72, mac=00:50:56:b1:2f:7c,
mac=00:50:56:b1:44:5f}

ItemList : {esxi5.5.0_endpoint_filterdriver, AutoDep, autoDep01_std_ep_fd}

I TSV ERRNEN RS S

PowerCLI C:¥Upgrade_vib> $tr=Test-DeployRuleSetCompliance 10.3.253.91
PowerCLI C:¥Upgrade_vib> $tr.ItemList

Currentltem Expectedltem

esxi5.5.0_endpoint_filterdriver ESXi5.5.0ul_VvSE_FD

mAuto Deploy B—/\_EDIL—-ILEPIL—-IL Y OEFHZITD

PowerCLI C:¥Upgrade_vib> Repair-DeployRuleSetCompliance $tr

Warning: Image Profile esxi5.5.0_endpoint_filterdriver contains one or more software packages that are
not stateless-ready. You may experience problems when using this profile with Auto Deploy.

Warning: Image Profile ESXi5.5.0ul_vSE_FD contains one or more software packages that are not state
less-ready. You may experience problems when using this profile with Auto Deploy

m)L -y N EHRUIEE TS IS 7 RER MR HEN %8I D

PowerCLI C:¥Upgrade_vib> $tr=Test-DeployRuleSetCompliance 10.3.253.91
PowerCLI C:¥Upgrade_vib> $tr.ItemList
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L.

II.

WRY—\ZHBEIEEIL. 1 VAMINERICT TURSEZMH#RI 5. £/ Updatel
(LTI —REN T2 B 2RI 3,

XIEE TP EEINTVSIEE. ESXi BESZEIASTTVAE-RIEHT
fRERSN. HA (C&D DSVA £ EHEIT PowerON 2n&xd.,

VSM [CT VSE {° DSVA B ERICEFREN TV IMESRZIT .

VSM [CTIEHT1%23EITUTE DSVA NERICRRENBVEENSHDE T, TELD&L
3(C[Summary 197 Tl& DSVA iR rEN T TEIEndpoint |97 Tl& DSVA A

FRESNTLRWEEDHDFET,

ZTDIHE(E. 10~20 DHFBI 3L vSM (C DSVA OFRFRNMIRNFI DT, FlCFEL

FEZEDH TTFE0N,

10.3.253.91

Summary

Service

vShield App
vShield Endpoint

vShield Data Security

Service Virtual Machines

vShield Host Preparation Status for 10.3.253.91

Installed Available

Not installed 5.5.0-1620248 Not licensed @
5.1.0-01255202 Uninstall @
MNot installed 5.1.0.0-833296 Mot licensed @:‘

You are logged nas a 5

Name Type

autoDSVADL

vShield Endpoint Active SWM
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[Endpoint #JTld DSVA FIEEICRRSNZW]

1N.3.253.91

Summeany

Endpoint Stalus

=osk Ewenks a o Hast Euerts: 1
0 Someed WM Events: al Socurad YW Euents: @ I
Critical{o) SEhiald WA Feanba: ] Hormal{l) vl M Fuenils: 0
Fvamts Lon
il Lrroes
i Soars ¥  Usrenphor
hask 10,3, 555 41 E% modu's enabled; Supoorbng warsicns 14,2 of the E5R mody

m _FERaEMLTE VSE RSN AVNES
FER%17oTHE VSE WERENRVGEE(E. [58 4 E Tips £1(CHD T e xLE% b
LUTKIZa0N,

[(4-4. vShield Endpoint B2 N RS E]

III. DSM OEBIBEEHS F.D ' 7y I I — ReNTVW3E%T#ERT D,

5. BMEMEERZITD
Victim % ESXi _E(C vMotion &, A.V. Firewall. IDS/IPS N1EE(CH#EELTL\D
MERT D,

o A.VHIEBCHEELTLDH
m > ANAEI74)L EICAR Z{EH3 3
http://downloadcenter.trendmicro.com/index.php?regs=jp&prodid=1424
® Firewall NESBCHEBELTLDH
® IDS/IPS NIEFE(CHEEEL TLVDH
R ABLHIOEME SR T35
http://esupport.trendmicro.com/solution/ja-JP/1097204.aspx

6. ESXiZ HA J3RINRL, Y—EADIRHEZIT.
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4-2. E=TXEIGA X DK EZE B =T JO/ B (THEHMAD

DSVA ZZRAUTUKIZX TERINE/NIA-FIEED—DELT, F.D OEt—TXEUHA1 TN
NFEI,

BE., COREMEEEEIS5E ESXi ([C SSH TOTA U, #EEDIV> RERITEIC ESXi
OBEEREZITORENTEVET,

Auto Deploy ZFIFAUIIZE . Master £72% Host Profile DIEB (G EEZSCE T 2F

T, ESXi 07 JO1&(CFBUERTEMEN R RENIIREET ESXi iMEEEILET .

i(C. SR TEEZEML T IHDBEERNNTELRDET,

i, E=IANEVHA ZOE L 5ECEUTIEREEERIO Trend Micro Filter Driver Dt—
IARVBA LEEER 1 ZSIB TS,

W Host Profile ROt — XTI & EERT
[Advanced configuration option |
= [Kernel Module Configuration |

= [Kernel Module]=Tldvfilter-dsa]

= [Kernel Module Parameter|

= [DSAFILTER_HEAP_MAX_SIZE]

= [Module Parameter Settings |

5 Edit Profile 1[=] E3
Profile Mame: IautuDepUl_std_ep_Fd Description: I ﬂ
Profile/Policy | Configuration Details |cDmD|ianCE Distils |

[ atapix

& vmw_satp_local Module Parameter Settings

I e [Madule Parameter settings = mevert
= [
*Hame [DSAFILTER_HEAR T
I Value 512000000 I

[ tepind
[ vsanutil
[ heakhchk,
& vow s
[ dvfiter
[ metsched
[ mptspi
[ cnic_register
[ libfeoe 52
B [ dviiter-dsa
[F Module hame

B [ Kernel Madule Parameter

[ DSAFILTER_MOD_TRACE_PKT

[7] [ Module Parameter Settings
g - =
[ DSAFILTER_HEAP_MIN_SIZE
[F DSAFILTER_MOD_TIMER_ENABLED
[F; DSAFILTER_MAME

[ infic
Ehoe L -
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4-3. [IOZINATIAY INRETIHE

DVFilter MERT2/R— k2222 Jh' Listen HRTOWRWSEE. EERIS-HFETIEN
HFEI,

DVFilter (CE&EUE IP Address OB HEZITL), h— M Listen R TOWBHHEERZLE
9,

1. XROD ESXi (LT PowerCLI ZEHAU CGREZEZITVET,
m DVFilter hMEMA T 3HR— M\ Listen LTVWRWEZHER IS
# esxcli network ip connection list | grep 2222

m DVFilter ® IP Address ZJtwh33%
# esxcfg-advcfg -d /Net/DVFilterBindIpAddress
DVFilterBindIpAddress reset to default

# esxcfg-advcfg -g /Net/DVfilterBindIpAddress
Value of DVFilterBindIpAddress is

m DVFilter (C Bind 283 IP (169.254.1.1) %Z:%EJ3
# esxcfg-advcfg -s 169.254.1.1 /Net/DVfilterBindIpaddress
Value of DVFilterBindIpAddress is 169.254.1.1

m IFE(C IP Address /' Bind 2NfcE#i#:29%
# esxcfg-advcfg -g /Net/DVfilterBindIpAddress
Value of DVFilterBindIpAddress is 169.254.1.1

m DVFilter hMER 9 %/R— b Listen UeSE%2i#:29 %

# esxcli network ip connection list | grep 2222
tcp (0] 0 0.0.0.0:2222 0.0.0.0:0 LISTEN 33173 newreno
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2.

DSVA & VM DRT—HR =R

Status

Status:

Online:

Last Communication:

(=] Appliance

@ Wanaged (Qnling) (:Bkkangtestga—m (kkang_testd3-01)

Yes

July B, 2014 08:44

Protected Guests On: iy 10.3.263.225

Appliance Yersion: 9.0.0.3500
wShield Endpaint: Fegistered
Check Status Clear WarningsErrors

DSVA £ VM DRT—H A%

E1TL. IS-NEEHSN TV S 2RI 3.

LERETHEEENRWES(E. DAVA OBEEZKEUBREAT - IR Z T 5,
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4-4. vShield Endpoint 2N R VS

VSE NEREICERFHSINBVNEE(E. VSE @ Uninstall & Install #ZE5EL TEEW,

vSM OEIEEEHS vSE Dl Uninstall |=TInstall #1714, DSM OEIRE OIS
[S9<CEEAIZEITIRE. VSE HNEFE(CERMEINET,

10.3.253.91

Summary

vShield Host Preparation Status for 10.3.253.91

Service Installed Available

vShield App Mot installed 5.5.0-1620248 Mot licensed 02'
| vshield Endpoint 5.1.0-01255202 - uninstall | @

vShield Data Security Mot installed 5.1.0.0-833296 Mot licensed @l
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